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Connecting Vehicle Systems and Infrastructure Components
Towards Cooperative Safety Systems
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today

CooperativeSafety

ÁCar2X: Car2Car, Car2Infrastructure, Car2Pedestrian

ÁActive Cooperation between all traffic participants

ÁImproved Traffic Efficiency

Active Safety - Vehicles

Á Blind Spot 

Á Emergency Systems
Cyclist & Pedestrian

Passive Safety - Vehicles

Á Chassis structures

Á Active Hood

Á External Airbags 

Passive Safety - Infrastructure

Á Structural Separation

Á Speed and Driving
Restrictions

Passive SafetyɎVulnerable Road User (VRU)

Á Helmet

Á Reflectors

Á Light

Active Safeety - Infrastructure

Á Traffic Lights

Á Sensors and Adaptive Control

Á Adaptive Speed Limits
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V2X Considered for Safety Ratings
Euro NCAP
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Car2X in Euro NACAPrating
“The VW Golf has been a benchmark of compact cars since its debut 45 years
ago. Previous versions tested by Euro NCAP have rated well against the requirements
at the time and the all-new eighth-generation Golf again has achieved the five full
stars thanks to excellent crashworthiness and standard fit of number of assist
systems. The Golf is also the first ever Volkswagen to make use of V2X connectivity
(vehicle to vehicle, vehicle to infrastructure) to enable advance hazard warnings, an
important new technology that will soonbe included in EuroNCAPɑsrating .ɔ[1]

Euro NCAPAdvanced Award
“Volkswagen’s car-to-x communication system becomes the first technology to be
rewarded by Euro NCAPin nearly six years. The technology, fitted as standard to the
Golf 8 and to future ID models, allows cars to communicate with each other and with
properly equipped road infrastructure and emergency vehicles to give the driver
advanced warning of local safety hazards. […]” [2]

[1] Online, Accessed: 2020/02/14

https://www.euroncap.com/en/press-media/press-releases/golf-puma-and-juke-join-the-ranks-of-top-performers-mg-surges-while-opel-zafira-life-tanks/

[2] Online, Accessed: 2020/03/19

https://euroncap.newsmarket.com/latest-release/all/volkswagen-safety-technology-rewarded-by-euro-ncap/s/1032c0aa-dbd2-4634-a717-94a42e09587a
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V2X Considered for Safety Ratings
Euro NCAP
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Euro NCAP 2025 Roadmap (Accessed: 2020/02/14)

https://cdn.euroncap.com/media/30700/euroncap-roadmap-2025-v4.pdf



Availability
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Cooperative Safety

Car2X (ITS-G5) in the Golf 8
Now available in 28 countries



Local Hazard Applications
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Car2X in the Golf 8

Stationary Vehicle

Broken-Down
Vehicle

Accident

Traffic jam – dangerous
end of queue

Safety System
Active

Work Zone

Stationary Emergency
Vehicle

Dynamic Emergency
Vehicle



Sample Application
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Accident Warning
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Impediments

Timeline Specifications

& Security

RegulationPrivacy
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Impediment: Privacy
Privacy in the Golf 8
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Indication: vehicle is 
online and Car2X is 
active

Privacy Slider

Vehicle is offline. Certificates 
cannot be updated. Car2X can 
only remain active as long as 
certificates are valid.

Vehicle is online. Full 
connectivity is available and 
location information may be 
shared anonymously.

Option to (de-) activate

Car2X

(disabled by default due to 
GDPR compliance)

Download of
certificates enabled

Å Compliance to existing privacy regulations (e.g., GDPR) impacts development process
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Impediment: Timeline
Development Process
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Å Unfinished specifications and documentations result in postponed roll-out of features in vehicles

Å Internal product development process (PDP) demands early stable external specification

Å PDP allows for only minor modifications and some feedback loops – no major changes allowed

External 
Specifications

-stable v1-

Internal 
Specifications

-stable-

Software development and 
product integration process 

Product 
freeze

Product 
launch

External 
Specifications

-stable v1.1-

External 
Specifications

-stable v1.2-~ T-2y

ĄWhen writing requirement documents, please keep PDP in mind

Ą Close collaboration between C2C-CC and C-Roads required to reach stable draft as soon as possible

Ą Stable external specifications required at least 2 years prior to product launch

Ą Faster market introduction possible, when backporting existing European standards

T
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Impediment: Specifications and Security
Harmonized Standards
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Use of Standards

Å Deployment in a market only possible, if the use of harmonized and 
tested standards is required and possible

Å Adoption of European standards and profiles (e.g., C2C-CC, C-Roads) 
to avoid country-specific implementations

Provisioning of Security

Å PKI operation required to create trust and to establish tamper-proof 
communication

Å European Commission is about to provide the European Certificate 
Trust List (ECTL) and provides a single point of contact (within the EU)

Å Auditing of VW PKI against EU Certificate Policy

Å Cellular backend connectivity required for certificate download 
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Impediment: Regulation
Harmonized Regulations
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Å Safety applications need to be available whenever 
possible
Ą direct communications preferred (ITS G5), as cellular 
connectivity is highly dependent on availability

Å Deactivation of Car2X in certain countries (geofencing -
e.g., Norway) (due to legal, compliance assessment, 
regulation, missing security framework,…)

Å It would be preferable to harmonize the frequency bands 
for Car2X communications between countries
Ą reduced cost of hardware and testing efforts

Å Differences in specifications and regulations between 
countries should be minimized to reduce implementation 
costs and to increase rate of proliferation
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Thank you.
Questions?

Dr. Hendrik-Jörn Günther

Volkswagen AG

38442 Wolfsburg

hendrik-joern.guenther@volkswagen.de

car2x@volkswagen.de


